IHamaTKa 0 coco0ax COUAIbHOM NHKEHEPUH U HEOOX0AMMBIX Mepax
0€e301MacHOCTH

CouunanpHasi MHXKEHEpPUS WM «aTaka HAa YEJOBEKa» — 3TO COBOKYIHOCTh
IICUXOJIOTUYECKUX M COLMOJIOTHYECKUX IMPUEMOB, METOIOB M TEXHOJOTUN, KOTOPBIE
MO3BOJIAIOT MOJIYYUTh JOCTYM K KOH(PHUIEHIIUATBHON HH(POPMAIIH.

KubepripecTylnHUKM BCE Yallle UCIOIb3YIOT METOJbI COLMATIBHON WHKEHEPUHU
JUTS IPOHUKHOBEHHUS B UH(PPACTPYKTYpy OpraHu3aluy MpHu 1enaeBoit arake. CorimacHo
CTaTUCTHKE, KOJIMYECTBO aTak C MCIOJb30BAHMEM COLMAIbHON MHKeHepuu B 2021
rojy BeIpociio Ha 216%. 310yMBIIITICHHUKY, TPEANPUHAMAs MOTBITKA HAUTH JOCTYTI

K CUCTEME WM LIEHHBIM JaHHBIM, UCIOJIB3YIOT CaMO€ YSI3BUMOE 3BEHO — YEJIOBEKa.
[Ipocroii npumep — TenedOHHBIN 3BOHOK, I/I€ MPECTYIMHUK BBITAET ceOsl 3a KOro-TO
JPYroro, MeITasich y3HaTh y a0OHEHTa KOHPHUACHIMAIBbHYIO0 HH()OpMALMIO, UTpasi Ha
YyBCTBaX 4YeJOBEKa, OOMaHbIBas WIM IIaHTaxupys ero. K cokaleHuto, MHOTHE
IPOJOJDKAIOT TOMAJaThCcd Ha TaKWe JIOBYIIKM W JIOBEPUYHMBO pPacCKa3bIBAIOT
COLIMAJIBHBIM XaKepam BCE, UTO UM HY¥KHO.

UenoBedeckuil (akTop MO-TIPEKHEMY OCTAETCA CIa0bIM 3BEHOM B JIO0OH
CUCTEME 3alllUThl, MOATOMY CEroJHs KAaK HHUKOI/Ia BO3pPACTAET MOTPEOHOCTH B
O0Oy4EeHHH COTPYJHUKOB OCHOBaM MH()OPMAITMOHHOW O€30MaCHOCTH.

Takke CTOUT OTMETUTh, YTO HA TEKYUIMHd MOMEHT COLMAJIbHASI WHXKEHEPUS
YCTaHOBMJIA MPOYHYIO CBSI3b C KUOEPIPECTYITHOCTHIO,

PaccMoTpuM camblie nONyJIsIpHbIE METOAbI COLUAJIbHOM HHIKEHEPHUHU

Tak Ha3zpiBaeMasg «ATaka Ha YEJIOBEKa» MOXKET IPOU3BOAMUTHCS MO0 MHOIMM
CIIEHapusIM, HO CYILECTBYeT HECKOJIbKO Hauloyiee pacupOoCTPaHEHHBIX TEXHUK
paboTHI 37T0YMBIIIIIEHHUKOB.

dumuHr
OcCHOBHOU VNOPD HA HEBHUMAMENbHOCMb.
Meton cOopa MoJib30BATENbCKUX JAHHBIX JJII aBTOPU3ALUU — OOBIYHO ITO

MacCOBBbIE PACCBUIKM CIlaMa IO 3JIEKTPOHHOM moure. B KiaccuueckoMm clieHapuu
Ha MIOYTY KEPTBbl NPUXOAUT TMOJJEIBHOE IHUCbMO OT KaKOW-TO H3BECTHOM
OpraHu3alliy C MMPOCKOOU MEepPerTH MO CChUIKE M aBTOPU30BAThCS (BBOJ KOMOUHAIIMHN
JIOTUH/TIapoJib). YToObI BbI3BaTh OOJBIIE [IOBEpPUS, MOIICHHUKU MPUIYMBIBAIOT
CepbE3HbIE MPUYUHBI JJIsl IEPEX0/ia MO CChUIKE: HAIPUMEP, MPOCIT NOTEHIHAIBHYIO
KEPTBY OOHOBHUTH MapOJib WM BBECTHM PA3IMYHOIO pPOJAa MEPCOHATBHYIO
uHpopmanuto (GO, Homep TenedoHa, TOIKHOCTD U T.1I.).

Tposin

OcHo6HOlL YNOp HA HEGHUMAMENbHOCMb, 008epUe.

Bupyc He 3ps mony4mt cBo€ Ha3BaHUE 10 IPUHIIUITY PAOOTHI TPOSHCKOTO KOHS
u3 IpeBHerpeueckoro wmuda. ToNBKO NPUMAHKOW 37eCh CTAHOBUTCA email-
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COO0O0I1IIEHNE, KOTOPOE MPH KJIACCHUYECKOM CIEHApUU MOIIEHHUKOB 00€IIaeT ObICTPYIO
NpUOBLIb, BBIUTPHIII WM APYTHE «30J0ThIE FOPbl» — HO B PE3YyJIbTaTE€ YEJIOBEK
IIOJIy4aeT BUPYC, C NOMOIIBIO KOTOPOIO 3JO0YMBILUIEHHUKH KpPAaayT €ro JaHHBIE.
JlanHbI BUA aTaku TOXXE HEOOXOAMMO OTHOCHUTh K METOAaM COIMAIbHOM
WH)XCHEPHUH, IOTOMY 4YTO CO3JATeNId BUPYyCa Kak IPAaBUIO XOPOILIO 3HAKOT, Kak
3aMaCcKHpOBaTh BPEIOHOCHYIO NIpOrpaMMy, 4YTOOBI BBl HaBEpHSIKA KIUKHYJIH IO
HY>KHOU CCBIIKE, CKayaJld 1 3allyCTUIU (aill.

YacTto COTpyAHMKHM HENPENHAMEPEHHO IMOMOTAlOT 3JI0YMBIIIJICHHUKY B
pa3BUTUU aTaKu, MEpechblUias 3apaX€HHOE MUCHhMO KOJJIETaM C MpPOCHOON OTKPBITH
BJIO)KEHUE WM IIEPEUTH MO CChuIKe. Hampumep, B Tene nmucbMa HMCIONb3YIOTCS
GOpMYyJIMPOBKM W3 TMOBCEIHEBHOM CIIyKEOHOW JESATEIBbHOCTU. «YBakaeMble
HAaYaJIbHUKW TOJpPA3[eICHU, HampaBisieM TrpapuK OTIIYCKOB Ha TEKYIIMA TO/I.
[Ipocum poBectn 10 COTpyAHUKOB M T.n. C yBaxeHWEM, oTaen KaapoB». [lpum
MOJIOKUTEIBHOM JJIS 3JI0YMBIIUIEHHUKOB PAa3BUTHH COOBITUN MUCHMO MEPEChUIAECTCA
II0 OpraHu3anuu. B cBOKO ouepenpr COTpyAHUK, MOJTYYUBIINNA ITUCHMO YKE OT CBOETO
KOJUIETH a0COJIIOTHO HE MOJ03PEBAET O HAIMYUU CChUIOK Ha BpeaoHocHoe [10.

Kak TOJNBKO 3/IO0YyMBINIIEHHUK YOEIWJICSA, 4YTO COTPYAHUK MPHUHSI €ro 3a
KOJUIETY MJIM KaKOE-TO JTOBEPEHHOE JHULIO, PACIPOCTPAHUII ITUCBMO IO OpraHU3aluH,
B XOJ€ NAJIBHEHIIEH NEPENUCKA OH MOXKET IONBITAThCA IMOJYYHUTh HYKHYIO €MY
MH(OpMaIUIO, HE BbI3bIBAS MOJ03pEHUI. Tak MOKHO y3HATh BEPCUIO UCIIOJIb3yEMOTO
[10, nanuuue aHTMBHpYyca Ha paboyeM KOMIBIOTEPE, SJIEKTPOHHYIO MOYTY APYTHX
COTPYIHHUKOB, HOMEpa MOOWJIBHBIX Tene(OHOB, CTPYKTypy KomnaHuu. Bce 310
MPEACTABIIET LEHHOCTh M MOXET MCHOJIB30BAThCS IpPU  IUIAHUPOBAHUU H
MIPOBEIAEHUH MOCIEAYIOIUX COLTMOTEXHUUYECKHUX aTaK.

3II0yMBIIIUICHHUKA 4acTO ONUPAKOTCS Ha CTpax, KaJAHOCTb, HAJIEKIBbI,
OKMJIAHUS U JAPYTHE DMOILMHU, KOTOPbIE MOTYT 3aCTaBUTh IOJIB30BATEINS MOANATHCS
CUIOMHHYTHOH cnaboctu. Korma BHe3amHO Ha MOYTY MPUXOJUT MHUCBMO «CIHCOK
COTPYIHHKOB Ha YBOJIbHEHHE» — IM0Jb30BaTeIb 3a0bIBACT 00 3JIEMEHTapHBIX
npaBuiax TEXHUKH KHOepOe30MacHOCTH, OH Ja)K€ HE 3aJyMbIBAETCS, MOYEMY €My
BOOOIIIE MPUIILIO MOI00HOE TUCHMO.

YacTo ObIBaeT Tak, YTO UMEHHO TeMa MUChMa MOOYKIAET COTPYAHUKA OTKPHITh
€ro, MepPerTH MO CChUIKE, CKauaTh U 3alyCTUTh (ailsl, He pa3dupasich — KTO ajpecar
Y TTI0YEMY JIOMEH OTIIPABUTENS HAIIMCAH KAK-TO CTPAHHO.

Ecnu HenocTaTouHO BHUMATENIBHO OTHECTUCH K MPOYTEHUIO TAKOTO IMHChbMA, TO
MOABOX 3aMETHUTh HEMPOCTO.

[IpenckazyeMo cTpax yBOJIBHEHUS WJIH COKPAIICHUS — JOCTATOYHO MOIIHBIN
dakTop, 4ToObl 3a0BITh O MpaBWIAX WH(GOPMAIMOHHOW OE30MacCHOCTH: MUChMA C
Takol TeMOM B OOJBUIMHCTBE CIIy4aeB MNOOYKJadu IMOJIb30BaTENIC COBEPIIUTH
NOTCHIIMAJIBHO ONACHOE NEHCTBHE. BBICOKMI IIPOLIEHT yClexa IMOKAa3bIBaKOT MUCHMA,
II€ €CTb  CIOBa  «IPEMHUSD»,  «IOOIIPEHUE»,  IOBBIIIEHUE  3apIUIAThD):



3JI0yMBIIUIEHHUK MOXKET TaKKe NOMNbITAThCA MPUBSI3aTh TEMY PACCHUIKUA K KAKOMY-TO
3HaMEHATEIbHOMY COOBITHIO (€CJIM PacloyaraeT, HallpuMep, CBEICHUSIMU O HEJaBHO
IPOLIEAIIEM B KOMIIAHUU KOPIIOPATUBE), MPOPECCUOHAIBHBIM U TOCYAapCTBEHHBIM
IIPa3IHUKAM.

Jopo:xHoe 1010K0

OcHo6HOU YNOp HA 008EPUUBOCID, TIOOONBIMCIIBO

[IpeacrtaBnsier coOOM  amanTalMio TPOSTHCKOTO KOHS W COCTOMT B
HCTIOJIb30BaHUU dbuznyecKux HOCHUTEJEH (CD, (baduI-HaKONUTENEH ).
3II0yMBIIUICHHUK OOBIYHO TIO0PAachIBa€T TaKOW HOCHTENb B OOMIEAOCTYITHBIX
MecTax Ha TEPPUTOPUHA KOMIMAaHWHM (IMAPKOBKH, CTOJIOBBIE, paboume MecTa
COTPYIHHUKOB, TyajeThl). JIJIsT TOTO, YTOOBI Y COTPYAHNKA BOZHUK HHTEPEC K JaHHOMY
HOCHTEIIO, 3JIOYMBIITUICHHUK MOKET HAHECTH HAa HOCHUTENb JIOTOTHI KOMITAHWHM W
KaKylO-HUOYIb TOAMHCH. Hampumep, «JaHHBIE O TpoJaXax», «3apiuiara
COTPYIHHUKOBY, «OTUET B HAJIOTOBYIO» H JIPYTOE.

Ycayra 3a ycayry

OcHo6HOU YNOp HA 008EPUUBOCTND

Hcnonb3yss 3TOT METOHA, 3JOYMBIILJIEHHUK MPEACTaBIAECTCS COTPYIHHKOM
CIIy’KObl TEXHUYECKOM MOAJEPKKM U CHPAIIMBAET O HaIW4YUMU cOOEB B padote
POrpaMMHOr0 oO€ecleueHus, TMpeagaraeT HCIPaBUTh BO3HUKIIME HEMOJIAKH
B CHCTEME JTMOO MpEeAyNPEAUTh O BEPOSITHOCTH UX HACTYIUICHHUS, XOTSI HA CAMOM JIeJe
npo6iem B padote 1O He Bo3HuKao0. XKepTBa BEpUT B HAIMUUE HEUCTIPABHOCTEH H,
BBITIOJIHSAS YKAa3aHUA XaKepa, JIMYHO MepeaéT eMy JOCTYI K BaXXHOW HH(pOpMalUu.

PacnipocTpaHeHHBI ClieHapHii, Korja TMOJb30BaTellb C€aM TOBOPUT 00
OTCYTCTBUM BPEMEHM U COOOIIAET HEOOXOAUMBIE MapodM MJIg TOro, YTOObBI
COTPYIHHUK TEXHHUYECKOW MOJAEPKKH CaMOCTOATEIbHO TIPOBEN HEOOXOAUMbIE
MaHUTTYJISIUH.

OO0paTHasi conuaJbHAS WHXKEHepust

OcHo6HOlL Ynop Ha 008epUUBOCHb, HEBHUMANENbHOCHb

Meronuka HampaBieHa Ha TO, 4YTOObI JKepTBa cama oOpaTwiach K
COIIMAILHOMY HWHXKEHEPY U BbIJlajla €My HEOOXOIUMBIC CBEICHHS. IJTO MOXKET
JIOCTUTAThCS HECKOJIbKUMU Ty TSIMU:

Bueapenue ocodoro 11O

OcHo6HOT YNOp HA HEGHUMAMETbHOCHb

Ha »5ekTpoHHYI0 MOUTy MOCTyNaeT MMChbMO, HHPOPMUPYIOIIEE O BO3MOKHBIX
cOosix B paboTe 4YacTO MCMOJIB3YEMOI'O IMPOTPAMMHOIO OOecredeHus (Harpumep,
nakeT OoQUCHBIX IporpaMMm). B 3ToM e muchbMe yKa3aHbl KOHTAKTHBIE JIaHHBIE
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CHEIUAINCTa TEXHUYCCKON TOIEPIKKH, HCTOIb3YEeMbIE 3J0YMBIITUICHHUKOM. [Ipu
BO3HMKHOBEHWU Cc00s B pabore Beimenepeunciendsoro I10, momp3oBaTeNb
BCIIOMUHAET O paHee IMOCTYMUBIIEM TNPEIYyNPESKICHUA U CBS3BIBACTCS CO
3JIOYMBITIUICHHHKOM B JIUIIE TEXHUYECKOTO CIEITUATICTA.

Takum oOpa3omM, cuTyarus 3apaHee MOJACTPOCHA, TOJIb30BaTENb CBA3BIBACTCS C
conmaibHBIM XakepoM. HamaxkuBas paboty I1O, mpousBomsrcss HEOOXOIUMBIE IS
B3JIOMa MaHUMYJSAIAA. A KOT/Ja B3JIOM OOHAPYKMBACTCS, COIMATILHBIA WHXKCHED
ocTaéTcsl BHE MOJO3PECHUS (IMMOCKOJBKY CO3JACTCsl BIICYATIICHHS, YTO OH IIOMOTA
BaMm).

SAKVIFOYEHUE
C  y4eToM  M3JO0XKEHHOr0, caMbleé  pacIpOCTPAHEHHbIE  CLEHApUU

BBIIIICYKA3aHHBIX aTaK peau3yrTcs myTeM email-pacchuiok.

[IprunHON TOMY OTHOCHUTEINIbHAsI JICIIEBU3HA M MPOCTOTA TAKUX METOJNIOB, a
Takke BbICOKas 3(PPEKTUBHOCTb.

Ha Tekymuii MOMEHT UEJIEBOMl BEKTOp NOJOOHBIX AaTaKk 3HAYUTEIBHO
CMECTWJICSI OT TOJYYeHUs [JOCTyna K HHPOpMaMH K €€ YHUYTOXKEHUIO
(OTOKMpPOBaHUIO) MyTEM MPUMEHEHHUS BUPYCOB-IIH(POBAIBIINKOB.

JInst psAIOBBIX TMOJB30BATENEH CaMbli AKTYaJlbHBIM M JEHUCTBEHHBIM COBET —
BCErJa OCTaBaThCsl OJIUTETBHBIMH, TPOBEPAThH HUHGOpMAIMI0 00 OTIpaBUTEIE,
MpeXJIe YeM MEePEerTH MO CChUIKE WJIM CKadaTh mpejjiaraeMblii (aitn — yoeautbes,
YTO 93TO HE BpeAOHOCHBIM pecypc. [lomyuennbie dailibl Tepen  OTKPHITHEM
HEOOXOAMMO TpOBEpUTh C mnoMoulblo aHTuBupycHoro IIO. Crout Taxxke
YAOCTOBEPUTBHCSA, YTO JOMEH OTIPABUTENS JIETUTUMHBIM M pealbHbld. B ciydae
BO3HMKHOBEHHUSI COMHEHHUI, PEKOMEHIyeTCsl ITPOBEPUTD, IEUCTBUTENIBHO JIU aJpecar
OTHPABJIAN JAHHOE NMUCBMO W SBIIAETCS JM OH HACTOSIIMM BIAJCNIBIEM JOMEHA U
(WJIM) DJIEKTPOHHOTO SIIUKA, CBSI3aBIIUCh C HHUM KaKUM-TO aJbTEPHATHUBHBIM
crocoOoM, HarpuMep, 4epe3 MECCEHKEp UITH 10 Tesedony.

CBOEBpEMEHHOE BBISBIICHUEC U TMPECEYCHHE AaTaKd TMO3BOJIUT H30EXKATh
CEpPbE3HBIX MOCIICICTBUM.

UTo KacaeTcss OpraHu3alMOHHBIX MEP, TO OCHOBOM SIBJISIETCA CUCTEMATUYECKOE
MOBBIIIEHUE OCBEIOMJIEHHOCTH COTPYJHUKOB B 00JacTu HMHGOOPMAIMOHHOU
0€30MacHOCTH.

HccnenoBanne kommanuii B oonactu Wb mokaseiBarot, uro 38% opranmsamuii
BOOOIIE HE MPOBOMASIT TPEHUHTH ISl COTPYIHUKOB 110 Bompocam Wb, a 37% nenatot
3T0 (QopManbHO, 0€3 Kakoi-mnbo mpoBepku SPPEKTUBHOCTA. XOTS MPOBOIUTH
NepUOANYECKOe 00yUeHHE C KOHTPOJIEM MH(GOPMUPOBAHHOCTH KaKJOTO COTPYIHUKA
KpaiiHe BaxxHO. [Ipu 3TOM mponecc NOBBIIEHUS OCBEIOMIICHHOCTH [OJDKEH B
NEpPBYI0 oOuepeAb ObITh HaNpaBlie€H Ha MPAKTUYECKYI0 CTOPOHY oOecreyeHus
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0€30macHOCTH, a KaXIbli COTPYIHHUK JOJDKEH IMOHWMATh CBOW OOS3aHHOCTH U
OTBETCTBEHHOCTH 3a oOecrieueHue Ub.

OTnuyHas mpakTUKa, KOIZla COTPYIHHMKM omnoBeniatoT nonpasaenenus Ub o
TOM, YTO UM MPHUIIO COMHHUTEIBHOE MUCHhMO, OCOOEHHO €CIM 3aMETHO, YTO Haj
pacchUIKOM TIIATENbHO mopaboTanu. B TakoM ciywae, gaxke eciu 3apaxxeHue WM
yTeuka MUMEJIH MECTO, €l MOXKHO YCIETh ONEPATHUBHO OTpearupoBaTh Ha aTaky U
IPUHATH KOHTPMEPHI.

OcHoBHBIE MEpPbI MO0 3amuTe OT BbIIICHCPCUYUCICHHBIX BHA0B
COIMAJIbHBIX aTakK.

- Coxpansiite 6auTeJbHOCTB. Beerna oOpaiaiite BHUMaHUe Ha OTIPABHUTENS
IMCEM M aJpec cailTa, rie coOMpaeTech BBECTH KaKWE-TO JIMYHBIEC JIaHHBIE.
Ecam 310 mouyra Ha JOMEHE KPYNHOM OPraHU3aluHu, YAOCTOBEPBTECH, UTO
JOMEH HMMEHHO TAaKOM M B HEM HET omnedarok. Ecim ecTb COMHEHUS —
CBSDKUTECH  C TEXNOAIAEPKKOM WJIM IPEACTABUTENIEM OPTraHU3alMu 10
Oo(UIIHATIEHBIM KaHaJIaM.

~  Hcnmoab3yiiTe TOJBKO J0BepPEeHHbIC HOCUTEIH HHGOPMALMH.

- He nmnepexogure Ha MOAO3pPUTEJBbHBbICE CaliTBI MW He CKaYuBauTe
COMHUTEJIbHBIE (palliibl, OJUH U3 CAMBIX JIYYIIUX MOMOIIHUKOB COLMATBHON
WHXEHEPUHN — JIFOOOIBITCTBO.

- He wucnoaw3dyiiTe OAMH M TOT 3Ke NAPOJb Uil JOCTyna K JIMYHBIM M
KOPIIOpPaTUBHBIM (pabouuM) pecypcam.

- Hcnoab3oBanue AHTHUBHUPYCHOIO NPOrpaMMHOIo odecreyeHus.
Henonyiienue ero oTKIIOYEHHUS.

- Cucrematuyeckuidi HMHCTPYKTa:xK. Bce CcoOTpyAHMKH JOKHBI  OBITH
MPOUHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s TpU 0OOHAPYKEHUH MOMBITOK WU
OCYILECTBJIEHUSI HE3aKOHHOTO POHUKHOBEHHS.



